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ICES  
The Institute for Clinical Evaluative Sciences is a not-for-profit research institute whose mandate 
is to enable health system evaluation and research.  ICES relies on its ability to collect and use 
information that is subject to privacy laws, and is committed to its protection.  ICES’ designation 
as a prescribed entity under the Personal Health Information Protection Act requires that the 
Information and Privacy Commissioner of Ontario review and approve ICES’ policies and 
procedures for privacy protection and information security every three years.   
 
Collection 
ICES collects information in accordance with applicable law, research ethics board approvals 
and contractual obligations.  Information is securely transferred to ICES using an encrypted file 
transfer system managed by ICES or encrypted media.   
 
Access & Use 
ICES restricts access to information within ICES by role.  Information transferred to ICES is 
received by an “ICES Data Covenantor”, a role assigned to a limited number of ICES staff 
authorized to handle direct personal identifiers such as name and personal health number.  The 
ICES Data Covenantor removes the direct personal identifiers and replaces them with a 
confidential ICES identifier or code to enable data linkage.   

The extent of access to “coded” information is then subject to access levels and 
permissions, which are based on need.  ICES analytic staff, who create project datasets, require 
and therefore have access to ICES’ data holdings.  Others on the ICES project team are 
permitted to access and use project datasets only, subject to their assigned level of access.  
Project members who are not ICES affiliated - called “ICES collaborating researchers” – are 
permitted to receive information that has been summarized at a group level.  

ICES administers access to information on a project-by-project basis.  Permission to 
access and use information for an ICES project is subject to a privacy impact assessment and 
approval by ICES’ Privacy Office. 

Individuals who are external to ICES may access certain information for their own 
research subject to research ethics board approval, and are permitted to access de-identified 
information only.    
 
Retention 
Information containing direct personal identifiers is retained only temporally, until transformed 
into coded information and information quality issues have been identified and resolved, and is 
then securely destroyed.  Coded information is held on a secure isolated data server that 
requires user authentication to access.  Individual-level information cannot be copied or 
removed from the data server – only summary information, such as a table of characteristics by 
age group, may be removed.  The data server is located in a restricted area within ICES’ locked 
and 24/7/365 video-monitored facility.   
 
Privacy Awareness 
ICES requires all staff and scientists to be trained in privacy policies and procedures relevant to 
their role, and to uphold them.  These policies and procedures include a strict prohibition on 
identifying individuals, and a duty to report privacy incidents, immediately upon detection, to the 
Privacy Office for handling.      


